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IN THE CLAIMS 

Please amend claims 1-4 and add new claims 5-9 as follows: 

1. (CURRENTLY AMENDED) A decryption device[[,]] comprising: 

an internal-key storage section operable to store for otoring an internal-key; 

a content-key storage section operable to store for otoring a cont e nt k e y content-keys ; 

a determination section operable to determine for d e termining whether or not a value of 
the content-key storage section in its initial state and a current value of the content-key storage 
section are different; and 

an operation section, the operation section including: 

a first decrypting section operable to [[which]], when an encrypted content-key is input to 
the operation section, decrypt d e crypt s the encrypted content-key using the internal-key so as to 
obtain a content-key and store s tor e s the content-key in the content-key storage section[[,]] and 

a second decrypting section operable to [[which}], when an encrypted content is input to 
the operation section and the determination section determines that the value of the content-key 
storage section in its initial state and the current value of the content-key storage section are 
different, decrypt decrypts the encrypted content using the current value of the content-key 
storage section as the a content-key so as to obtain a first output data and output outputs the first 
output data to outside of the decryption device, 

2. (CURRENTLY AMENDED) A decryption device according to claim 1, further 
comprising a content-key generation section operable to generate which gonoratoo a content-key 
used for encrypting a content based on random numbers and store ctoroo the generated content- 
key in the content-key storage section, wherein the operation section further includes: 

a first encrypting section operable to encrypt which onorypto the content-key used for 
encrypting a content so as to obtain an encrypted content-key and output output s the encrypted 
content-key to outside of the decryption device[[,]] and 

a second encrypting section operable to [[which]], when a content is input to the 
operation section and the determination section determines that the value of the content-key 
storage section in its initial state and the current value of the content-key storage section are 
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different, encrypt e ae*yp t$ the content using the current value of the content-key storage section 
as a content-key so as to obtain a second output data and output output s the second output data to 
outside of the decryption device. 

3. (CURRENTLY AMENDED) A decryption device according to claim 1, further 
comprising a mutual authentication section operable to determine for determining whether or not 
a mutual authentication has been made between the mutual authentication section and a storage 
device which is located outside the decryption device and store otoroo the encrypted content- 
key[[,]] 

wherein the second decrypting section is operable to decryp t 4cegypt3 the encrypted 
content when the mutual authentication section determines that the mutual authentication has 
been made. 

4. (CURRENTLY AMENDED) A decryption device according to claim 1, wherein: 

the internal-key storage section is operable to store stor e s a plurality of internal-keys; and 
the internal-key storage section is operable to select seleete one of the plurality of 

internal-keys as the internal-key based on internal-key selection information input from outside 

the decryption device to the decryption device. 

5. (NEW) A decryption device according to claim 1 , wherein: 

the second decrypting section is further operable to prevent decryption of the encrypted 
content when the determination section determines that the value of the content-key storage 
section in its initial state and the current value of the content-key storage section are the same, 

6. (NEW) A method for decrypting encrypted content in a decryption device including 
an internal-key storage section and a content-key storage section, the method comprising: 

storing an internal-key in the internal-key storage section; 
storing content-keys in the content-key storage section; 

determining whether or not a value of the content-key storage section in its initial state 
and a current value of the content-key storage section are different; and 
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decrypting an encrypted content-key provided to the decryption device by using the 
intenial-key so as to obtain a content-key and storing the content-key in the content-key storage 
section; and 

when it is determined that the value of the content-key storage section in its initial state 
and the current value of the content-key storage section are different, decrypting the encrypted 
content using the current value of the content-key storage section as the content-key so as to 
obtain a first output data and outputting the first output data to outside of the decryption device. 

7. (NEW) A method according to claim 6, further comprising; 

generating a content-key used for encrypting a content based on random numbers and 
storing the generated content-key in the content-key storage section; 

encrypting the content-key used for encrypting the content so as to obtain an encrypted 
content-key and outputting the encrypted content-key to outside of the decryption device; and 

when it is determined that the value of the content-key storage section in its initial state 
and the current value of the content-key storage section are different, encrypting the content 
using the current value of the content-key storage section as a content-key so as to obtain a 
second output data and output the second output data to outside of the decryption device. 

8. (NEW) A method according to claim 6, further comprising: 

storing a plurality of internal-keys in the internal-key storage section; and 
selecting one of the plurality of internal-keys as the internal-key based on internal-key 
selection information input from outside the decryption device to the decryption device. 

9. (NEW) A method according to claim 6, further comprising: 

preventing decryption of the encrypted content when it is determined that the value of the 
content-key storage section in its initial state and the current value of the content-key storage 
section are the same. 
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